Field: ip.dst

Field: udp.dport

[255.255.255.255 -> 255.255.255.255]

Field: ip.id *

Alert: sid=1416 "SNMP broadcast trap"

[162:162]

Alert: sid=1415 "SNMP Broadcast request"

[161:161]

Field: snort.fragbits

[242:242]

Field: ip.dsize *

Alert: sid=270 "DOS Teardrop attack"

[equals 0x2000]

Field: udp.dport

[129:4294967295]

Field: udp.dport

[0:0]

Field: udp.sport *

Alert: sid=312 "EXPLOIT ntpdx overflow attempt"

[123:123]

Alert: sid=279 "DOS Bay/Nortel Nautica Marlin"

[161:161]

Field: udp.dport

[19:19]

Field: ip.content

[53:53]

Field: udp.dport

[3345:3345]

Field: udp.dport

[3344:3344]

Field: udp.dport

[3150:3150]

Field: udp.dport

[2140:2140]

Field: udp.dport

[60000:60000]

Field: ip.content

[4120:4120]

Field: udp.dport *

Alert: sid=271 "DOS UDP echo+chargen bomb"

[7:7]

Field: ip.content

[\xc0\x0c\x00\x0c\x00\x01\x00\x00\x00<\x00\x0f]

Field: ip.content

[\xc0\x0c\x00\x01\x00\x01\x00\x00\x00<\x00\x04]

Alert: sid=253 "DNS SPOOF query response PTR with TTL: 1 min. and no authority"

[\x85\x80\x00\x01\x00\x01\x00\x00\x00\x00]

Alert: sid=254 "DNS SPOOF query response with ttl: 1 min. and no authority"

[\x81\x80\x00\x01\x00\x01\x00\x00\x00\x00]

Field: ip.content

[3344:3344]

Alert: sid=162 "BACKDOOR Matrix 2.0 Server access"

[logged in]

Field: ip.content

[3345:3345]

Alert: sid=161 "BACKDOOR Matrix 2.0 Client connect"

[activate]

Field: ip.content

[60000:60000]

Alert: sid=150 "BACKDOOR DeepThroat 3.1 Server Active on Network"

[\x00#]

Alert: sid=154 "BACKDOOR DeepThroat 3.1 Wrong Password"

[Wrong Password]

Alert: sid=164 "BACKDOOR DeepThroat 3.1 Server Active on Network"

[60000:60000]

Field: ip.content

[3150:3150]

Alert: sid=151 "BACKDOOR DeepThroat 3.1 Client Sending Data to Server on Network"

[2140:2140]

Alert: sid=138 "BACKDOOR DeepThroat 3.1 Server Rehash Client Request"

[shutd0wnM0therF***eR]

Alert: sid=149 "BACKDOOR DeepThroat 3.1 Client Sending Data to Server on Network"

[\x00#]

Field: ip.content *

Alert: sid=156 "BACKDOOR DeepThroat 3.1 Visible Window List Client Request"

[37]

Alert: sid=165 "BACKDOOR DeepThroat 3.1 Keylogger on Server ON"

[KeyLogger Is Enabled On port]

Alert: sid=166 "BACKDOOR DeepThroat 3.1 Show Picture Client Request"

[22]

Alert: sid=167 "BACKDOOR DeepThroat 3.1 Hide/Show Clock Client Request"

[32]

Alert: sid=168 "BACKDOOR DeepThroat 3.1 Hide/Show Desktop Client Request"

[33]

Alert: sid=169 "BACKDOOR DeepThroat 3.1 Swap Mouse Buttons Client Request"

[34]

Alert: sid=170 "BACKDOOR DeepThroat 3.1 Enable/Disable CTRL-ALT-DEL Client Request"

[110]

Alert: sid=171 "BACKDOOR DeepThroat 3.1 Freeze Mouse Client Request"

[35]

Alert: sid=172 "BACKDOOR DeepThroat 3.1 Show Dialog Box Client Request"

[70]

Alert: sid=173 "BACKDOOR DeepThroat 3.1 Show Replyable Dialog Box Client Request"

[71]

Alert: sid=174 "BACKDOOR DeepThroat 3.1 Hide/Show Start Button Client Request"

[31]

Alert: sid=175 "BACKDOOR DeepThroat 3.1 Resolution Change Client Request"

[125]

Alert: sid=176 "BACKDOOR DeepThroat 3.1 Hide/Show Start Button Client Request"

[04]

Alert: sid=177 "BACKDOOR DeepThroat 3.1 Keylogger on Server OFF"

[KeyLogger Shut Down]

Alert: sid=179 "BACKDOOR DeepThroat 3.1 FTP Server Port Client Request"

[21]

Alert: sid=180 "BACKDOOR DeepThroat 3.1 Process List Client request"

[64]

Alert: sid=181 "BACKDOOR DeepThroat 3.1 Close Port Scan Client Request"

[121]

Alert: sid=182 "BACKDOOR DeepThroat 3.1 Registry Add Client Request"

[89]

Alert: sid=186 "BACKDOOR DeepThroat 3.1 Monitor on/off Client Request"

[07]

Alert: sid=187 "BACKDOOR DeepThroat 3.1 Delete File Client Request"

[41]

Alert: sid=188 "BACKDOOR DeepThroat 3.1 Kill Window Client Request"

[38]

Alert: sid=189 "BACKDOOR DeepThroat 3.1 Disable Window Client Request"

[23]

Alert: sid=190 "BACKDOOR DeepThroat 3.1 Enable Window Client Request"

[24]

Alert: sid=191 "BACKDOOR DeepThroat 3.1 Change Window Title Client Request"

[60]

Alert: sid=192 "BACKDOOR DeepThroat 3.1 Hide Window Client Request"

[26]

Alert: sid=193 "BACKDOOR DeepThroat 3.1 Show Window Client Request"

[25]

Alert: sid=194 "BACKDOOR DeepThroat 3.1 Send Text to Window Client Request"

[63]

Alert: sid=195 "BACKDOOR DeepThroat 3.1 Server Response"

[Ahhhh My Mouth Is Open]

Alert: sid=196 "BACKDOOR DeepThroat 3.1 Hide/Show Systray Client Request"

[30]

Alert: sid=197 "BACKDOOR DeepThroat 3.1 Create Directory Client Request"

[39]

Alert: sid=198 "BACKDOOR DeepThroat 3.1 All Window List Client Request"

[370]

Alert: sid=199 "BACKDOOR DeepThroat 3.1 Play Sound Client Request"

[36]

Alert: sid=200 "BACKDOOR DeepThroat 3.1 Run Program Normal Client Request"

[14]

Alert: sid=201 "BACKDOOR DeepThroat 3.1 Run Program Hidden Client Request"

[15]

Alert: sid=202 "BACKDOOR DeepThroat 3.1 Get NET File Client Request"

[100]

Alert: sid=203 "BACKDOOR DeepThroat 3.1 Find File Client Request"

[117]

Alert: sid=204 "BACKDOOR DeepThroat 3.1 Find File Client Request"

[118]

Alert: sid=205 "BACKDOOR DeepThroat 3.1 HUP Modem Client Request"

[199]

Alert: sid=206 "BACKDOOR DeepThroat 3.1 CD ROM Open Client Request"

[02]

Alert: sid=207 "BACKDOOR DeepThroat 3.1 CD ROM Close Client Request"

[03]

Alert: sid=113 "BACKDOOR DeepThroat access"

[--Ahhhhhhhhhh]

Field: ip.content

[69:69]

Alert: sid=1419 "SNMP trap udp"

[162:162]

Alert: sid=1417 "SNMP request udp"

[161:161]

Field: ip.content

[161:162]

Field: ip.content

[7:7]

Field: ip.content

[49:49]

Field: ip.content

[10080:10081]

Field: ip.content

[5632:5632]

Field: ip.content

[67:67]

Field: ip.content

[635:635]

Field: ip.content

[518:518]

Field: ip.content

[9:9]

Field: ip.content

[53:53]

Field: ip.content

[10498:10498]

Field: ip.content

[6838:6838]

Field: ip.content

[20433:20433]

Field: ip.content

[18753:18753]

Field: ip.content

[27444:27444]

Field: ip.content

[31335:31335]

Alert: sid=525 "BAD TRAFFIC udp port 0 traffic"

[0:0]

Field: ip.content

[31337:31337]

Field: ip.content

[111:111]

Field: ip.content *

Field: ip.content

[admin.dll]

Field: ip.content

[nc.exe]

Field: ip.content

[shadow]

Field: ip.content

[passwd]

Alert: sid=519 "TFTP parent directory"

[..]

Alert: sid=520 "TFTP root directory"

[\x00\x01/]

Alert: sid=518 "TFTP Put"

[\x00\x02]

Alert: sid=1444 "TFTP Get"

[\x00\x01]

Alert: sid=1289 "TFTP GET Admin.dll"

[\x00\x01]

Alert: sid=1441 "TFTP GET nc.exe"

[\x00\x01]

Alert: sid=1442 "TFTP GET shadow"

[\x00\x01]

Alert: sid=1443 "TFTP GET passwd"

[\x00\x01]

Field: ip.content *

Alert: sid=1427 "SNMP PROTOS test-suite-trap-app attempt"

[08\x02\x01\x00\x04\x06public\xa4+\x06]

Field: ip.content *

Alert: sid=1426 "SNMP PROTOS test-suite-req-app attempt"

[0&\x02\x01\x00\x04\x06public\xa0\x19\x02\x01\x00\x02\x01\x00\x02\x01\x000\x0e0\x0c\x06\x08+\x06\x01\x02]

Alert: sid=1409 "SNMP community string buffer overflow attempt"

[\x02\x01\x00\x04\x82\x01\x00]

Alert: sid=1422 "SNMP community string buffer overflow attempt (with evasion)"

[ \x04\x82\x01\x00]

Alert: sid=636 "SCAN cybercop udp bomb"

[cybercop]

Alert: sid=635 "SCAN XTACACS logout"

[\x80\x07\x00\x00\x07\x00\x00\x04\x00\x00\x00\x00\x00]

Alert: sid=634 "SCAN Amanda client version request"

[Amanda]

Alert: sid=566 "POLICY PCAnywhere server response"

[ST]

Alert: sid=318 "EXPLOIT bootp x86 bsd overflow"

[echo netrjs stre]

Alert: sid=319 "EXPLOIT bootp x86 linux overflow"

[A90\xc0\xa8\x01\x01/bin/sh\x00]

Alert: sid=315 "EXPLOIT x86 linux mountd overflow"

[^\xb0\x02\x89\x06\xfe\xc8\x89F\x04\xb0\x06\x89F]

Alert: sid=316 "EXPLOIT x86 linux mountd overflow"

[\xebV^VVV1\xd2\x88V\x0b\x88V\x1e]

Alert: sid=317 "EXPLOIT x86 linux mountd overflow"

[\xeb@^1\xc0@\x89F\x04\x89\xc3@\x89\x06]

Alert: sid=313 "EXPLOIT ntalkd x86 linux overflow"

[\x01\x03\x00\x00\x00\x00\x00\x01\x00\x02\x02\xe8]

Alert: sid=281 "DOS Ascend Route"

[NAMENAME]

Alert: sid=252 "DNS named iquery attempt"

[\x09\x80\x00\x00\x00\x01\x00\x00\x00\x00]

Field: ip.content

[\x04bind]

Field: ip.content

[\x04bind]

Alert: sid=314 "DNS EXPLOIT named tsig overflow attempt"

[\x80\x00\x07\x00\x00\x00\x00\x00\x01?\x00\x01\x02]

Alert: sid=256 "DNS named authors attempt"

[\x07authors]

Alert: sid=1616 "DNS named version attempt"

[\x07version]

Alert: sid=244 "DDOS mstream handler to agent"

[stream/]

Alert: sid=245 "DDOS mstream handler ping to agent"

[ping]

Alert: sid=246 "DDOS mstream agent pong to handler"

[pong]

Alert: sid=243 "DDOS mstream agent to handler"

[newserver]

Alert: sid=240 "DDOS shaft agent to handler"

[alive]

Alert: sid=239 "DDOS shaft handler to agent"

[alive tijgu]

Alert: sid=237 "DDOS Trin00:MastertoDaemon(defaultpassdetected!)"

[l44adsl]

Alert: sid=223 "DDOS Trin00:DaemontoMaster(PONGdetected)"

[PONG]

Alert: sid=231 "DDOS Trin00:DaemontoMaster(messagedetected)"

[l44]

Alert: sid=232 "DDOS Trin00:DaemontoMaster(*HELLO*detected)"

[*HELLO*]

Alert: sid=116 "BACKDOOR BackOrifice access"

[\xcec\xd1\xd2\x16\xe7\x13\xcf9\xa5\xa5\x86]

Alert: sid=585 "RPC portmap request sadmind"

[\x01\x87\x88\x00\x00]

Alert: sid=637 "SCAN Webtrends Scanner UDP Probe"

[\x0ahelp\x0aquite\x0a]